- DRAFT INTERNAL WORKING DOCUMENT –Version 1


Naval Network Warfare Command

Command Renaming Communications Plan

Date:  6/4/2009
Contact: (redacted)  Phone: (redacted)
Contact: (redacted)  Phone: (redacted)
BACKGROUND/ANALYSIS:

Naval Network Warfare Command has been leading the way in cyberspace for the past six years.  On October 1, 2008, the command will officially change its name to Naval Cyber Forces Command, or CYBERFORCOM, to more accurately reflect its position as the premier cyber force.  This will occur with the simultaneous integration of fleet intelligence type commander functions into the command’s portfolio of operations, which include the full spectrum Command, Control, Communications, Computers, and Intelligence (C4I).  
The new name incorporates the command’s mission areas and capabilities, of Networks, Information Operations and Space and reflects its growing stature, its new function as the fleet intelligence type commander, and its role as the leading Navy organization in cyberspace.
Under the leadership of Vice Admiral H. Denby Starling II, more than 13,000 active and reserve Sailors and civilians are working together to align and coordinate the links in the cyber warfare chain.  Their ultimate task is to ensure warfighters and their commanders have the information they need, when they need it, in order to make and execute decisions in an increasingly fast-paced, network-centric battlespace.  Mission accomplishment in this change will facilitate success throughout the spectrum of military operations. 
Cyberspace has become the global battlespace.  According to Admiral Gary Roughead, the Chief of Naval Operations, the next battle is in the information domain, and the first shots have already been fired.

A “Hybrid Type Command” with both traditional TYCOM responsibilities of 'man, train and equip' as well as the responsibility of operating the  Navy's networks, CYBERFORCOM is uniquely positioned to fight and win in this new global battlespace.   In its TYCOM role, CYBERFORCOM provides systems and trained personnel, and the support to both, to effectively operate, maintain, and defend the Navy’s information networks and the information technology, information operations and space systems that support them. The use of the word "forces" in the title also aligns the command’s name with those of the other type commanders—sub forces, air forces, surface forces and expeditionary forces -- and stresses the importance of maintaining a ready workforce, poised to meet the increasingly complex demands of modern warfare and peacekeeping missions.     

CYBERFORCOM is also the operational force commander for Information Operations, Network Operations, and Space Operations and is functionally assigned to U.S. Strategic Command for the same roles.  It further serves as the Chief Information Officer and N6 for U.S. Fleet Forces.

In other words, CYBERFORCOM is charged with operating a secure and interoperable information network that ensures reliable, rapid information exchange between ships and a vital communication link between shore commands, ships and air.  Further, CYBERFORCOM is leading the Navy’s use of information itself as a critical tool of war.
In 2002, some 23 organizations from several commands, including the former Naval Space Command, Naval Computer and Telecommunications Command, Fleet Information Warfare Center, and Navy Component Task Force - Computer Network Defense were brought together to form the CYBERFORCOM domain, initially named Naval Network Warfare Command, emphasizing the organization's focus on computer networks.  

Since then, CYBERFORCOM's responsibilities have increased in size, scope and complexity.  In 2005, with the alignment of Naval Security Group, the command, CYBERFORCOM became the Navy’s lead for Information operations.  
The command developed the FORCEnet concept and serves as the chief executive for the task force charged with its implementation.  In addition, the organization was a key player in the establishment of the Maritime Headquarters with Maritime Operations Center concept of operations and established a tailored maritime operations center that supports Global Network Operations, Network Defense, Information Operations, and Space and provides 24/7 reachback capability to the fleet and shore commanders worldwide.

CYBERFORCOM also serves as the community sponsor for the restricted line officer communities known as Information Professionals (IP) and Information Warfare (IW) Officers.  IPs and IWOs are directly involved in every aspect of Navy operations, and deploy worldwide to support Navy and joint warfighting requirements. They provide critical information to tactical-, theater-, and national-level decision makers, serving from sea, air, and shore commands around the world. CYBERFORCOM manages the training, qualifications and career progression of these communities. The command will play a similar role with the Intelligence Specialist rate (IS).
CYBERFORCOM also leads the Naval Cyber Forces Enterprise (NCFE), a business enterprise approach to delivering network-centric capabilities to the warfighter at the right time and the right cost.  This is a collaborative effort between CYBERFORCOM, the Office of the Chief of Naval Operations, the Space and Naval Warfare Systems Command, and a host of additional stakeholder organizations, including the Navy’s Program Executive Offices (PEO) for C4I, Space Systems and Enterprise Information Systems.

The result: through CYBERFORCOM, the Navy has sharpened its ability to fully harness the power of information as a warfighting capability. 

OBJECTIVES:   Inform and educate CYBERFORCOM staff, stakeholders and customers about the new organization, to include additional Intel TYCOM function and demonstrate the increased benefits which will be derived from the alignment of mission areas:  Intelligence, Information Operations, Space and Networks.
CORE AUDIENCES/STAKEHOLDERS:
· CYBERFORCOM Headquarters Staff (Active, Civilians, Contractors, and Reserves)

· CYBERFORCOM Subordinate Commands Staff (Active, Civilians, Contractors and Reserves) 

· CYBERFORCOM Customers, Stakeholders and Operational Partners (USFF, Fleet Commanders, Strike Group Commanders, COCOMS, Senior Navy Leadership/Flag & SES)
· NCFE Stakeholders (SPAWAR, OPNAV N6)
· The rest of the Navy, private industry and the general public
STRATEGY:

CYBERFORCOM Business Integration Group will coordinate with Public Affairs to employ multiple internal and external communication tools to maximize effective communication for the command renaming and the overall mission alignment.  The communication messages will be segmented based upon audience and appropriate channel.

ASSUMPTIONS:
CYBERFORCOM’s mission areas are not broadly understood throughout the Navy, the alignment of Intel TYCOM functions and a new name provide an opportunity to re-emphasize the important role of this command.  We must clearly articulate and demonstrate the benefits and importance to the warfighter of this command and provide a holistic view of theses mission areas.  We must clearly explain the benefits derived from bringing all these mission areas together under one command.
COMMAND RENAMING CORE MESSAGES:

· CYBERFORCOM, is leading the way in cyberspace.  So much so—that as of October 1, 2008, the command will officially change its name to Naval Cyber Forces Command, or CYBERFORCOM. This will occur simultaneously with the integration of fleet intelligence type commander functions into the command’s portfolio of operations.

· Cyberspace is increasingly critical and inseparable from our national defense interests. Adversarial denial of the domain to US military operations could significantly reduce or eliminate battlespace awareness, command and control, and precision strike, paralyzing our capabilities. The potential of this scenario underscores the importance of our efforts to protect and defend the domain.
· CYBERFORCOM is the Navy’s lead in the cyberspace domain as the Type Commander for Networks, Information Operations, Space and now, Intelligence. With this integration, we can develop a C4ISR strategy for cyberspace superiority as well as doing a better, more integrated job of organizing, training, and equipping for the fight in this domain.
· With the recent alignment of Intel TYCOM functions, along with the other mission areas of Networks, Information Operations, Space, the command name was changed to more accurately reflect the importance and diversity of our mission.
· The new name is all encompassing, incorporating the command’s C4ISR mission areas and capabilities and reflecting its growing stature, its new function as the fleet intelligence type commander, and its role as the leading Navy organization in cyberspace.  
· CYBERFORCOM has been leading the Navy’s cyber mission since the command stood up in 2002, beginning with network operations and that role has been greatly expanded to include information operations, space and now intelligence.
· Our adversaries understand how to use cyberspace.  They use the internet to command and control, to direct their teams and to recruit. They understand cyberspace. We’ve got to do the same.

INTEL ALIGNMENT TALKING POINTS:

· As the cyber forces Type Commander, CYBERFORCOM will assume Type Commander man, train and equip responsibilities for Naval Intelligence on October 1, 2008.  CYBERFORCOM will ensure the Fleet is properly resourced to conduct the fleet intelligence mission.  

· Before the stand-up of the fleet intelligence TYCOM at CYBERFORCOM, there were people throughout the fleet working on man, train and equip issues for the Intelligence community.  The objective is to make it easier for intelligence personnel to focus on operational, real-world intelligence issues and allow CYBERFORCOM to focus on ensuring the force is properly trained and equipped for this mission. The stand-up of the Intelligence TYCOM will ensure all warfare areas are in concert and receiving the best quality intelligence support.   The Intel TYCOM is designed to work Intel and ISR issues across the other warfare areas. 

· Realignment of Intelligence functions under CYBERFORCOM   will create synergy by collocating the management infrastructure for the related functions of networks, (traditionally a key part of intelligence), Information Warfare (the 1610 cryptologic community and the Navy space community.
· The leadership from a 3-star at CYBERFORCOM puts the Intel community on equal footing with the other type commanders and will allow for better Intel synchronization across the other warfare disciplines. 
· CYBERFORCOM will lead the delivery of synchronized and integrated intelligence manpower, equipment and training to the Fleet, Naval Component Commanders and the other Navy Type Commanders.
· CYBERFORCOM is the Fleet advocate for all ISR capabilities and ISR readiness.  Previously, there has not been a single TYCOM responsible for the provision of Fleet Intelligence readiness, nor a single Fleet voice or advocate for Intelligence and ISR.  This alignment provides the framework and structure to implement these two roles within CYBERFORCOM.  
· CYBERFORCOM adds coherency to the current Fleet organizational structure and process for gathering intelligence and Intelligence, Surveillance and Reconnaissance (ISR) readiness across all naval warfare areas.  
· CYBERFORCOM ensures that the current structural alignment will keep pace with the increasingly complex and dynamic potential threat environments of the future and will provide critical assessment of ISR acquisition risk.  
· Alignment of Fleet Intelligence Type Commander Authorities, missions, functions and tasks at CYBERFORCOM nests intelligence capabilities with complementary capabilities of Network Operations, Information operations and Space.

· Consolidation of Fleet Intelligence Type Commander responsibilities and functions at CYBERFORCOM will provide more efficient and effective integration of ISR capabilities and intelligence readiness across the Fleet Readiness Enterprise and for the Force Commanders.

· The establishment of the Fleet Intelligence officer at CYBERFORCOM and the position of DFI, provides for a single entity within the NCFE as the advocate for Fleet intelligence requirements (i.e. manpower, personnel, training and equipment) across the Fleet Readiness Enterprise.
ADDITIONAL CYBER TALKING POINTS:
· CYBERFORCOM is the Navy’s lead in the cyberspace domain as the Type Commander for Networks, Information Operations, Space and Intelligence. 
· With the recent alignment of Intel TYCOM functions, along with the other mission areas of Networks, Information Operations, Space, the command name was changed to more accurately reflect the increasing importance and diversity of our mission
· CYBERFORCOM has been leading the Navy’s cyber mission since the command stood up as the Naval Network Warfare Command in 2002, beginning with the focus on network operations.  That role has expanded greatly to include the information operations, space and now, intelligence, to truly make this command the premier cyber force.  
· Cyberspace is a domain like land, sea, air and space and it must be defended. Although we've been operating in cyberspace for a very long time - since the invention of telegraph, radio and radar -- we now conduct the full range of military operations in this domain. Just as the sea domain is characterized by use of water to conduct operations, and the air domain characterized by operations in and through the atmosphere, the cyber domain is characterized by use of electronic systems and the electromagnetic spectrum.  This includes all energy that flows through the electromagnetic spectrum--radio waves, micro-waves, x-rays, gamma rays, and directed energy.  If an electronic system emits, transmits or reflects, it's operating in cyberspace and we are there to take military action as needed.
· Cyber operations include far more than network warfare operations.  The use of improvised explosive devices in Iraq and Afghanistan, terrorist use of GPS and SATCOM, Internet financial transactions by adversaries, radar and navigational jamming, and attacking networks  are just a few examples of operations that involve cyberspace.
· We must train, organize and equip our force to deliver the full-range of effects in cyberspace.  CYBERFORCOM is the Navy’s lead in the cyber domain as the Type Commander for Networks, Information Operations, Space and Intelligence.

· Cyberspace must be defended.  Cyberspace contains and controls our nation's critical infrastructure: communications, transportation, finance, utilities, etc. Exposing this infrastructure to potential adversaries could have catastrophic consequences. We must be properly equipped, fully prepared and ever vigilant to protect against an electronic Pearl Harbor.
· Offensive cyberspace:  The effects we can produce in and through cyberspace range from simple deterrence to destruction and defeat of any adversary--the full range of operational effects. 
QUESTIONS & ANSWERS:
Q.  Why is  NETWARCOM changing the command name now?

A.   Naval Network Warfare Command, is leading the way in cyberspace.  So much so—that as of October 1, 2008, the command will officially change its name to Naval Cyber Forces Command, or CYBERFORCES.  This will occur with the simultaneous integration of fleet intelligence type commander functions into the command’s portfolio of operations.  

The new name is all encompassing, incorporating the command’s C4ISR mission areas and capabilities and reflecting its growing stature, its new function as the fleet intelligence type commander, and its role as the leading the Navy in cyberspace.  The use of the word "forces" in the title also aligns the command name with those of the other type commanders—sub forces, air forces, surface forces and expeditionary forces. 

Q.  When will the Intel alignment and name change be in place?

A.   Initial Operating Capability of Intelligence realignment is planned for 1 October 2008. The name change is expected to occur simultaneously.

Q.  Why is Fleet Intelligence being aligned under Naval Network Warfare Command (CYBERFORCOM)?

A1.  The current Fleet organizational structure and process for gathering intelligence and Intelligence, Surveillance and Reconnaissance (ISR) readiness is less than optimal and lacks coherence across all naval warfare areas.  The current structural alignment impedes our ability to keep pace with the increasingly complex and dynamic potential threat environments of the future, and it does not provide for adequate assessment of ISR acquisition risk   As a result, the Chief of Naval Operations has directed significant changes in Naval Intelligence alignment, and the assignment of Fleet Intelligence Type Commander (TYCOM) and Fleet ISR advocacy functions to CYBERFORCOM.
A2.  In order to continue the alignment of Navy Fleet capabilities under an “Enterprise” structure, alignment of Fleet Intelligence TYCOM functions under CYBERFORCOM is a logical step in ensuring that Fleet Intelligence is properly aligned, organized and resourced within the Naval Networks and Naval Cyber Forces Enterprise (NCFE).  

A3.  To better deliver and facilitate intelligence to all naval operating forces.  

Q.  What will be the roles of the Intelligence TYCOM within CYBERFORCOM?

A.  The Intelligence TYCOM will have two primary roles:

(1) Lead the delivery of synchronized and integrated intelligence manpower, equipment and training to the Fleet, Naval Component Commanders and the other Navy Type Commanders. 

(2)  Serve as the Fleet advocate for all ISR capabilities and ISR readiness. 

Historically, there has not been a single TYCOM responsible for the provision of Fleet Intelligence readiness nor a single Fleet voice or advocate for Intelligence and ISR.  This alignment provides the framework and structure to implement these two roles within CYBERFORCOM.  

Q.  Will there be staff changes as a result of this alignment/new name?

A.  Movement of current intelligence readiness activities and cells from commands and geographic regions is not anticipated.  Rather, CYBERFORCOM intends to build on current structures with realigned and/or refined command relationships and authorities.  Although there are no moves planned, if moves are required in the future, they will be accomplished as part of normal PCS rotations.
Q.  Is there a plan to merge the Intelligence and Information Warfare communities?  The Information Professional Community?

A.  The Chief of Naval Operations has directed significant changes in Naval Intelligence alignment and a wide variety of options are under reviews.  The assignment of Intelligence TYCOM and Fleet ISR advocacy functions to CYBERFORCOM is a key part of this intelligence transformation.  On the Navy Staff, Intelligence and Information Warfare are being brought together within one Directorate (N2).  However, there is no current plan to merge the Intelligence and Information Warfare communities, nor are there plans to merge the Information Professional Community with Intelligence or IW communities.  These warfare communities each have distinct roles and responsibilities and specific knowledge, skills and abilities that distinguish them from each other and would preclude any attempt to merge them into a single warfare community.
Q.  Will this have an effect on subordinate commands?

A.  Subordinate commands will be made aware of all changes in advance.  Subordinate commands will be identified as CYBERFORCOM subordinate commands in their mission, functions and tasks and command seals and other graphics. 
Q.  Who at CYBERFORCOM will lead this effort?

A.  The CYBERFORCOM Commander, VADM Starling will lead this effort.  He has designated RDML Sam Cox as the Director of Fleet Intelligence (DFI) and has established the Fleet Intelligence Office (FIO).  The FIO’s primary responsibilities will be to plan, manage and execute Fleet Intelligence TYCOM functions that optimize intelligence readiness across all Navy Warfare areas.   

Q.  Can you explain the difference between Naval Intelligence and Fleet Intelligence?

A.  Naval Intelligence is composed of a career force of intelligence professionals - officer, enlisted and civilian – providing intelligence support to national, operational and tactical naval and joint missions and operations.  Fleet Intelligence is composed of those Naval intelligence professionals assigned to commands and forces at the Fleet – operational/Numbered Fleet Commander, MHQ/MOC and tactical/ship and aircraft squadron – levels.  Fleet Intelligence is a subset of Naval Intelligence.
Q.  How does Intelligence fit or relate to other functions within CYBERFORCOM? 

A.  The assumption of Intelligence TYCOM duties at CYBERFORCOM continues the evolutionary maturation of the headquarters command as a capabilities-based enabler of Networks, Information Operations, Space and Intelligence, for the Fleet, other TYCOMs, U.S. Fleet Forces Command and the Fleet Readiness Enterprise.  Intelligence TYCOM functions at CYBERFORCOM will provide complementary enabling capabilities to Networks, IO and Space and vice versa.   

Q.  What impact will this have on the Office of Naval Intelligence and other Intelligence organizations?

A.  The Office of Naval Intelligence has specific roles, most of which will remain unaffected by this alignment.  ONI will remain a key participant in the provision of intelligence to all naval forces.  The alignment of Fleet Intelligence under CYBERFORCOM will strengthen relationships with all intelligence commands.  The Fleet Intelligence Office will be the primary ISR advocate for the Fleet and will work in a complementary fashion with ONI in facilitating increased and improved intelligence support to operational forces. 

Q.  What are the primary functions that Intelligence provides to the warfighter?

A.  Intelligence is the product resulting from the collection, processing, integration, evaluation, analysis and interpretation of available information concerning the adversary, foreign nations, hostile and potentially hostile forces or elements.  Intelligence informs the Commander; identifies, defines and nominates Centers of Gravity and Critical Vulnerabilities; supports planning and execution of operations; provides force protection; supports deception efforts and supports combat assessment.  CYBERFORCOM as the Fleet Intelligence TYCOM will provide trained and ready intelligence forces to the Fleet to carry out the development and execution of intelligence and intelligence activities at the Fleet level. 
Q.  What are the various types of intelligence that Naval Intelligence includes?

A.  Naval Intelligence and intelligence in general provides geospatial intelligence, human intelligence, signals intelligence, measurement and signature intelligence, open-source intelligence, technical intelligence and counter intelligence.

Q.  How about the enlisted ranks?  Will there be further merging of enlisted ranks into a single career field?

A.  There is no plan to merge IS, IT, CT or ET ratings, however, the Navy Enlisted Classification structure that identifies specific specialties in each of these ratings may provide additional career opportunities for members of each of these ratings.

Q.  Is CYBERFORCOM properly manned and resourced to take on this additional role?

A.  CYBERFORCOM is undertaking a phased stand-up of centralized TYCOM responsibilities.  An incremental realignment of duties and responsibilities will migrate to the Fleet Intelligence Office from some of the various commands and organizations that currently work Intelligence TYCOM activities.  
Q.  Will this alignment benefit future operations? 
A.  Certainly.  Having a TYCOM for Intelligence will improve Intelligence readiness in the Fleet, which in turn will improve the Navy’s Intelligence capability to support future operations.

Q.  Will this alignment save the Navy money? If so how much?

A.  The Navy has moved to an Enterprise approach where readiness is achieved at best cost.  Under this construct, we are constantly seeking efficiencies and savings.  This TYCOM will being looking at Intel holistically to achieve intelligence readiness at best cost.  CYBERFORCOM will work closely with the other warfare enterprises to achieve the best fleet-wide intelligence readiness at best cost.  (Examples include the standardization of class configurations, prioritization of requirements, advocating for resources, etc.

Q.  What are the challenges you expect to  encounter?

A.  Intelligence cuts across all platform Type Commanders.  Providing ready and fully integrated intelligence capabilities across Navy platforms will require a change in how we prepare forces for deployment and think about ISR.  Aligning Intelligence with CYBERFORCOM positions intelligence and ISR for optimum integration and readiness across the Enterprise.  
Q.  How will this effect day-to-day operations?

A.  The Fleet will have a one-stop-shop for Intelligence Readiness issues and support.  There will be one Fleet Intelligence and ISR advocate 

Q.  With this alignment, will Intelligence professionals be forced to move?

A.  Movement of current intelligence readiness activities and cells from commands and geographic regions is not anticipated.  Rather, CYBERFORCOM intends to build on current structures with realigned and/or refined command relationships and authorities.  Although there are no moves planned, if future moves are required, they will be part of normal PCS rotation cycles.  

Q.  What will be the command structure?

A.  RDML Sam Cox will be the Director of Fleet Intelligence under VADM Starling, Commander CYBERFORCOM.  RDML Cox will also be the CYBERFORCOM Director for Plans & Policy (N5).

Q.  What actions are being taken to make this a seamless process?

A.  Fleet Intelligence Office transition and implementation planning has been underway for several months.  We have developed a plan for a implementing a measured, phased approach to implementation effective 1 October 2008..  Identifying the most important functions and getting the right people in the right place is our focus.  We are working closely with US Fleet Forces and the Chief of Naval Operations Director of Naval Intelligence (N2), as well as other Naval Component Commanders, Numbered Fleet Commanders and Type Commanders.

Q.  What are the draw backs, if any, to this alignment?

A.  There are no significant drawbacks to this alignment.  Consolidation of Fleet Intelligence TYCOM responsibilities and functions at CYBERFORCOM will provide more efficient and effective integration of ISR capabilities and intelligence readiness across the FRE, the Fleet and at each Force Commander.

Q.  Can you explain the basic process of this alignment? 


1.  Identify FIO missions, functions and tasks (MFTs).


2.  Identify most efficient organizational structure to execute the 

                 MFTs


3.  Review Fleet Intelligence manning to align appropriate billets 

                 to meet FIO MFTs 


4.  Implement transition; achieve IOC. 

Q.  With Intel being realigned under CYBERFORCOM, where will the staff members be located?  Are they going to be collocated at NAB Little Creek?

A.  A relatively small number of people will be integrated into the NNWC HQ Staff in the near term..  As we gain experience, other options may need to be considered.
Q.  Will the merger be a physical one?  (i.e.) Intel offices sharing work space with NIOCs, NCTAMs, etc.?

A.  There will be increase in intelligence personnel assigned to the CYBERFORCOM headquarters staff.  That growth will occur gradually over the next couple of years.  Currently, there are a small number of Intelligence personnel assigned to NIOCs, but that number may grow in the future. There is no requirement for Intel personnel at the NCTAMS sites.

Q.  Will this realignment reduce the number of personnel in each rating, or even possibly result in elimination or renaming ratings in the officer and enlisted ranks?  
A.  This realignment will not reduce the number of personnel in the Intelligence force or any of the other officer or enlisted communities.
Q. Given the new Intel TYCOM function, what type of opportunities will there be for Intelligence professionals?  How will CYBERFORCOM be manned to take on this new role?  

A.  CYBERFORCOM will have a mix of military and civilian Intelligence billets.  The exact size is still under assessment, but billets will open in 2008 and grow as the Intel TYCOM approaches its full operational capability.
IMPLEMENTATION GUIDANCE:

· CYBERFORCOM Business Integration Group (BIG) and Public Affairs will initiate the plan and coordinate the action items with respective offices.  BIG will act as the lead, with responsibilities for tracking the action items and ensuring compliance.    
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	Intel Transition Team
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	Aug/ Sept  2008
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	Intel Transition Team
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	July 2008
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	All CYBERFORCOM CO’s e-mail (Announcing name of new organization)
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	Commander’s Video Update
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	Mon-thly
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	Sept  2008
	 

	Posters
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	Sept
2008
	

	  
	 
	 
	 
	
	  
	 

	External 
	
	
	
	
	
	

	Rhumblines
	PAO
	PAO
	Navy Flag Officers/SES
	
	1 Oct 2008
	

	All Hands Article
	PAO
	PAO
	External Audiences
	
	Oct 2008
	

	External media (list)
	PAO
	PAO
	External audiences
	
	Oct 2008 
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	PAO
	PAO
	External Audiences
	
	Fall Issue
	

	Naval Message to Customers/Stakeholders
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